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REQUEST for EXCEPTION to doi 

enterprise web content filtering
	1.0 EMPLOYEE REQUESTING EXCEPTION

	1.1 Name
	
	1.2 Date
	

	1.3 Bureau
	
	1.4 Office
	

	1.5 Email Address
	

	1.6 Phone Number
	

	

	2.0 SUPERVISOR’S INFORMATION

	2.1 Supervisor’s Name
	
	2.2 Supervisor’s Phone Number
	

	2.3 Supervisor’s Signature

	3.0 EXCEPTION INFORMATION

	3.1 Is the Website Classified Correctly?
	
	3.2 If No, was the Vendor Notified and Asked to Reclassify It?
	

	3.3 Type of Request? (Temporary or Permanent)


	
	 3.4 If Temporary Please Specify Duration Requested:

	3.5 Website Requested
	

	3.6 Category of Website being Blocked
	

	3.7 Reason for this Exception Request
	

	3.8 List of Static IP Address that this Exception Request Applies to
	

	

	4.0 Authorization

	4.1 Name of Official Who Reviewed, Approved,  and Submitted this Exception Request
	

	4.2 Approving Official’s Signature
[By signing this request I certify that sensitive or Personally Identifiable Information (PII) will not be authorized to be transmitted to, processed by, or stored on these external, untrusted websites that reside outside of the DOI protected network.  The users specified in this request have been notified of their responsibilities, in writing, through a Rules of Behavior document that is acknowledged by them with their signature.]
	

	4.3 Bureau Approving Official’s Role
	BCISO

	4.4 Department Approving Official
	
	4.4 Approved?
	

	4.5 Department Approving Official Comments
	


INSTRUCTIONS

The World Wide Web is a dynamic and fast-changing place.  If you believe the web page you are trying to reach is no longer classified correctly, you may notify the vendor responsible for classifying web sites for DOI by filling out the form located at: Submit A Site For Review. The vendor will review the information you provide and update system filters if appropriate.  Please include the URL (e.g. http://website.com) you are attempting to reach.

This from is to be used if you believe this web site is categorized correctly and you have a legitimate business need to access it, please fill out the form in its entirety and submit it to the Enterprise Security Officer, through your immediate supervisor to your Deputy CIO or higher authority.

Detailed explanation of the Request for Exception form

1.0 EMPLOYEE REQUESTING EXCEPTION

The name and contact information of the employee requesting an exception.
2.0 SUPERVISOR’S INFORMATION
2.1 The full name of the requestor’s supervisor

2.2 Full contact information of the requestor’s immediate supervisor
2.3 Signature of the requestor’s immediate supervisor – must be in ink (i.e. “wet” signature) and scanned or faxed back for additional review and processing
3.0 EXCEPTION INFORMATION

3.1 The DOI block page will provide information regarding the classification of the web site that was blocked. Please review the classification and determine whether or not the site has been classified appropriately. If you feel the classification does not match the content of the site please follow the link to Submit A Site For Review. The vendor will review the site and determine the appropriate classification. 

3.2 Please indicate whether or not the vendor was notified or enter “N/A” if the answer to question 3.1 was answered “Yes”. 

3.3 Please indicate whether this request is “Temporary” or “Permanent”.
3.4 If the answer to question 3.3 is “Temporary” please insert the duration the access is requested for (Example: 1/24/2009 thru 5/25/2009).
3.5 Please provided the Uniform Resource Locater (URL) of the web site you would like access to. (Example http://www.doi.gov).
3.6 Please indicate the category of the site being blocked. (Example GGAMES or FREEWAR). This information is provided on the DOI block page.

3.7 Write a brief description of your business requirement to access the site.

3.8 In order to allow an exception we must have the Static IP addresses of all individuals requesting access. Dynamic Hosting Configuration Protocol (DHCP) must not be used unless you can guarantee that each user has a Static DHCP address reservation (the requester’s address must not change).   

4.0  AUTHORIZATION

4.1 Name of the Bureau individual approving this request. Please note “fill out the form in its entirety and submit it to the Bureau/Office Chief Information Security Officer, through your immediate supervisor.”

4.2 Approving Official’s Signature: This field should be filled in with the Bureau Chief Information Security Officer’s hand written signature – only the BCISO or someone officially acting in their stead is sufficient for this authorization activity.  Any individual functioning in an “acting” capacity should sign for the BCISO with additional wording to explain their acting status (Example: Chris Rutherford – acting for Larry Ruffin)  

4.3 The Official title of the Bureau individual approving this request (should be “Bureau Chief Information Security Officer” or “BCISO”).
4.4 Name of the Individual at the Department of Interior approving this request. This will be the DOI Chief Information Security Officer (CISO).
4.5 This section will be used by the DOI CISO to provide feed back in regards to the specific request.
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